To: Seter, David[Seter.David@epa.gov]

Cc: Phelps, Travis (Travis.Phelps@arcadis.com)[Travis.Phelps@arcadis.com]j
From: Oman, Jack

Sent: Sat 3/11/2017 1:.07:14 AM

Subject: FW: Yerington FMS Monthly Report Email rejected

removed.txt

Dave,
The YPTs server is rejecting our email. Can you forward the monthly?
Thanks,

-jack

From: Phelps, Travis [mailto:Travis.Phelps@arcadis.com]j
Sent: Friday, March 10, 2017 1:41 PM

To: Oman, Jack

Subject: FW: Yerington FMS Monthly Report Email rejected

Jack,

The YPT server doesn’t like my email address all of a sudden. Would you be able to forward
the monthly report to the three below since they did not receive it?

Thanks!

Travis P

From: Microsoft Outlook

Sent: Friday, March 10, 2017 1:39 PM

To: Phelps, Travis

Subject: Undeliverable: Yerington FMS Monthly Report Email rejected

Your message couldn't be delivered to multiple recipients
Security or policy settings at ypt-nsn.gov have
rejected your message.
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Travis.Phelps
Sender Action Required

Security or policy violation
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Couldn't deliver to the following recipients:
chairman@ypt-nsn.gov, environmentaldirector@ypt-nsn.gov, ghatch@ypt-nsn.gov

How to Fix It

The recipient's email server won't accept your message because it appears
to violate their security or policy settings. Check the Reported error below to
see if you can determine why it was blocked. Then try one or more of the
following:

« If the error mentions SPF, DKIM, or DMARC issues, forward this
message to your email admin for assistance.

« The recipient's email server might suspect that your message is spam.
Follow the guidance in this article: E-mailing Best Practices for Senders.
Then resend your message.

« If the error suggests your message is too large, try to reduce the size of
your attachment. If that isn't possible, place the file on a publicly accessible
cloud storage location, like OneDrive. Then add a link to the file in your
message, and resend the message.

+ Contact the recipient (by phone, for example) and tell them to ask their
email admin to add you or your email domain to their allowed senders list.

If the problem continues, forward this message to your email admin. If you're
an email admin, refer to the More Info for Email Admins section below.

Was this helpful? Send feedback to Microsoft.

More Info for Email Admins
Status code: 550 5.7.1

This error occurs when the recipient's domain has security or policy settings that reject the
sender's message. However, we were unable to determine the specific setting that's causing
this rejection. Usually the error is reported by an email server outside of Office 365. Common
issues include the following: the receiving server suspects the message is malicious or
spam,; the Sender Policy Framework (SPF) record for arcadis.com is incorrectly configured
or doesn't exist; or the message includes an attachment larger than the receiving server will
accept. Try one or more of the foliowing:

Review the reported error - Check the Reported error shown below to help determine
what the issue might be. For example, if the issue is related to an SPF failure, the reported
error will usually include the acronym "SPF" or the phrase "Sender Policy Framework."

Correctly configure your SPF records - If you're the sender's email admin, make sure your
domain's SPF records at your domain registrar are properly configured. Office 365 supporis
only one SPF record (a TXT record that defines SPF) for your domain. Include the following
domain name: spf.protection.outlook.com. If you have a hybrid configuration (some
mailboxes in the cloud and some mailboxes on premises) or if you're an Exchange Online
Protection standalone customer, add the outbound IP address of your on-premises servers
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to the TXT record. To learn how, see Customize an SPF record 1o validate outbound email
sent from vour domain and External Domain Name System records for Office 365.

Unable to relay - If the Reported error indicates a problem with relaying (e.g. "unable to
relay"), then the email server that reported the error likely isn't set up correctly to receive and
relay messages from the sender's domain. This server will usually be one of your on-
premises servers in a hybrid environment, a smart host email service that you're trying to
route messages through, or possibly even an email hosting service you used in the past yet
still have mail flow settings pointing to (e.g. your MX record at your domain registrar still
points to your previous email service provider). Check Error reported by shown below to
determine what domain, service, or server is reporting the error. The email server needs to
be configured to either accept messages from anonymous users or to include the sending
domain or IP in its list of authenticated senders. On an Exchange server, you can set this up
in the server's receive connector. If it's a smart host managed by another service or partner,
contact the service or partner to configure their servers to accept and relay messages from
your senders. Also, work with your domain registrar to make sure your MX records are
properly configured.

Contact the recipient's email admin - For some scenarios, you can fix the issue by
contacting the email admin at the recipient domain to ask them to add the sender's email
address or your domain to their allowed senders list, or to relax the setting that's causing the
rejection.

For more information and tips for fixing this issue, see Fix email delivery issues for error
code 5.7.1 in Office 365.

Original Message Details

Created Date: 3/10/2017 9:38:50 PM

Sender Address: Travis.Phelps@arcadis.com

Recipient Address: chairman@ypt-nsn.gov, environmentaldirector@ypt-nsn.goy, . . .
Subject: Yerington FMS Monthly Report Email rejected

Error Details

Reported error: 554 5.7.1 Service unavailable; Sender address

[Travis.Phelps@arcadis.com] blocked using multi.uribl.com
DSN generated by: CY4PR0O8MB2615.namprd08.prod.outlook.com
Remote server: zimbra.ypt-nsn.gov

Message Hops

HOPIME  FrOM TO WITH RELAY
(UTC) TIME
3/10/2017

1 g:38:50 CY4PR0O8MB2614.namprd08.gidRREBMBEGT.namprd08 prai.outlook.com *

PM
3/10/2017 .
2 93851 CY4PRO8MB2614.namprd08.Bi4RRABMIBAGTS. namprd08. &é&f@_&@&’z erver 1 sec
version= _Z,

PM cipher=TLS_ECDHE_RSA_WITH_AES_256

Original Message Headers
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DKIM Bigmaturo: v=1; a=rsa-shalb6; c=relaxed/relaxed; d=arcadis.com;

s=gelectorl; h=From:Date:Sublect:Message~ID:Content-Type :MIME~Version;
bh:kyZUQLG//QH OVACGETIdZesKlbohVhWROQANW L1 Uel 58=;
b=D0z5%xsFWXgK]PalUgWAkBesEvxSLdr LIMDZ8npoSJgutewTpGulKoCk/LO+A6sw Kl L11ilutdA3DUIbFGaNBE 2
Recelved: from w14PROme26L4.mamprd08mprwd.uutxumk.cwm (10.172.157.137) by

CY4PROSBMBZELS .namprdl8.prod.outlook.com (10.172.157.138) with Microsoft sMIP

Server (version=TLSl 2, cipher=TLS ECDHE RSA WITH AES 256 CBC SHA384 P384) id

1.947.12; Fri, 10 Mar 2017 21:38:51 40000 Received: from

YA4PROEBMBR2614 .namprdl8.prod.outlook.com ([10.172.157.137]) by

CY4PROBMB2614 .namprd08.prod.outlock.com ([10.172.157.137]
15.01.0947.018; Fri, 10 Mar 2017 21:38:50 +0000 From: "Phelps, Travis"

<Travis.Phelpst@arcadis.com> To: “chairman@ypt-nsn.gov" <chairman@ypt-nsn.gov>,
"environmentaldirector@ypt-nsn.gov"” <environmentaldirectorlypt~

yowith mapi 1d

nsn.gov>, "ghatchl@ypt-nsn.gov" <ghatchl@ypt-nsn.gov> Subject: Yerington

FMS Monthly Report Emall redjected Thread-Toplc: Yerington FMS Monthly Report
Fmaill rejected Thread-Indesx: AdKZERTVvL4L+dkESQGELePdRIBO3w== Date: Fri, 10 Mar
2017 21:38:50 +0000 Message~1D:
<CY4APROBMB26145AAFFRB297B6T06TF54C46ED200CCY4PROBMB2614 . namprd08.prod.outlook. com»

Accept-Language: en-US Content-Language: en-US X~-MS~Has~Attach: yes X-MS~-TNEF

Correlator: authentication~results: vypt-nsn.gov; dkim=none {(message not
signed) header.d=none;vypt-nsn.gov; dmarc=none actlon=none
header.from=arcadis.com; z~originating-ip: [96.38.172.¢3] x-me~officel36b
filtering-correlation~id: a8221l711~16bb~41a5-463e~-08d467£dd79d x~me~officel36h
filtering-ht: Tenant x-microsoft-antispam:
Urigﬁam‘;>C%:O:PUL:O;RU%ETD:{Q?OOL}(4856540 081) ; 3RVR:CY4PROBMB2615; x
microsoft-exchange~diagnostics:

i;CYQPROSMBQ@l5;7:w>H“wy6wh/bqpfoxHEMHFrFUN+pKnDy3WK@u91Cle?fqu@dejfyU7vEQC7QIOLFBUCpCC

x-microsoft-antispam-prvs:
<CY4PROBMB26157BBDECTAC00945593DADED200ECY4PROBMB2615 . namprd08.prod.outlook. com>
w-exchange-antlspan-report-test:

1

UriScan: (62220406378646) (15683424051672863) (148322886591682) (192374486261700) (31418570063

zw-exchange-antispam~-report-cfa~test:

BCL:0; PCL:O;RULEID: (102415395) (6040375) (£01004) (2401047} (5005006} (8121501046) (102015010406}

w-~forefront-prve: 02426DL1FE s~forefront-antlspam-report

SEVINSPM; 83FS: (100190207 (39860400002) (39840400002 (39410400002} (39850400002) (39450400003
spamdiagneosticoutput: 1:99 spamdiagnosticmetadata: NSPM Content-Type:

muitip&rt/mixedm

boundary=" 006 CY4PROGMBZOLASAAFTB297BE767FLACA6EDZO0CY4APROSMBZG L dnamp " MIME

Version: 1.0 X-OriginatorOrg: arcadis.comX-MS-Exchange-CrossTenant

originalarrivaltime: 10 Mar 2017 21:38:50.5475 (UTC) ¥X~MS~Ex
fromentitvheader: Hosted X-MS~Exchange~CrossTenant-id: 7£90057d~3eal~46fe~b07C

change~CrossTenant

e0568627081b X~Mi~Exchange~Transport-CrossTenantHeadersStamped: CY4PROBMBZELS

This e-mail and any files transmitted with it are the property of Arcadis. All rights, including without limitation copyright, are reserved.
This e-mail contains information which may be confidential and may also be privileged. It is for the exclusive use of the intended
recipient(s). If you are not the intended recipient(s) please note that any form of distribution, copying or use of this communication or
the information in it is strictly prohibited and may be unlawful. If you have received this communication in error please return it to the
sender and then delete the e-mail and destroy any copies of it. Whilst reasonable precautions have been taken to ensure no
software viruses are present in our emails we cannot guarantee that this e-mail or any attachment is virus-free or has not been
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intercepted or changed. Any opinions or other information in this e-mail that do not relate to the official business of Arcadis are
neither given nor endorsed by it.
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